CLP Exam 520 – Maintaining R5 infrastructure

[xyz] : entries in square brackets are default values

1: Working with Domino Databases

Release 5 ODS (On disk structure)

Updated ODS means usign R5 features which can only be accessed by R5 clients

Compact update the ODS to R5.  ODS does not replicate

Use NS4 extension to keep in R4 format – servers only.   Clients always make own Version file

Run Fixup before upgrading to R5

Run Updall –r to rebuild views

After upgrade to R5 ODS load  compact –r rolls back to old version or create replica as NS4

Moving databases

Use the file tab within Domino Administrator.  Obviously, do not use for mail files.

Editor access to Admin4.nsf (admin requests database)

Select Pending Admin Approval view and Approve deletion of moved replica

Or pre R5 method, ie create new replica on remote server

Suggest creating stub database in place of old with redirection details in a form.

Deleting database

When clustering need to use Cluster tool.  Choose file in file tab then choose Database | Cluster in RH pane.  Pending delete.

When not clustered, File | Database | Delete from the Files tab.

Monitoring

Suggest replication is monitored daily through log.nsf

Replication or save conflicts – consolidate changes, edit conflict and it will become main doc. 

Don’t delete the main doc. when conflicting.

Activity need monitoring on weekly basis.  Statlog process runs on server.  Logged to log.nsf in the Db usage and db sizes views.


Optimise the database, add replicas, upgrade server.

Size can be monitored from files tab in Domino Admin or log.nsf views.


Size, Max size (R4 only), Quota, Warning – logs to log.nsf


Within log document , view showing as 0kb is inactive.


Search misc events view in log.nsf for “cannot allocate database object” and “exceeded its size warning threshold”

Can also check under Database Properties box.

Updall

Runs on server by default at 2am and updates all Full Text indexes and views.

Designer

Runs on serve by default at 1am updating databases from templates

Also Task | Start RH pane button under Status view.

Compact

In place with space recovery

In place with space recovery and file size reduction
load compact -b

Copy style compacting = old way


load compact -r

Database Cache

Defaults to NSF_Buffer_Pool_Size paramater in notes.ini / 300Kb, minimum 25.

Set with NSF_DbCache_Maxentries=25 – 10,000

Fixup

Corrupted database:


Fixup


Updall to fix corrupt viewa


Compact.  –c if release 5


Shift F9 to rebuild current view, Control Shift F9 to rebuild all


Create replica copy

R5 logged databases have few corruption problems (!)

Fixup not needed for R5 databases with logging on

NOTES.INI Fixup_Tasks allows more fixups to run at same time on startup


Fixup tool in files tab


Task, start tool unde Statu tab


Load fixup on console


Program document to schedule task

Backup / Restore

Database | New Copy

New Replica

Transaction logging should point to dedicated mirrored disc with dedicated controller

Databases must be under Notes data directory

Config tab under Domino Admin

Use Directory on [server name]

Choose current server document

Click Transactional logging tab

Enable it and amend field as needed, ie path, disc space, allow to use all space etc.

Once enabled all R5 databases are logged

Can disable specific databases 


Creating new : Advanced db options box – disabled transaction logging


Existing : Database Properties, disable transaction logging


Domino Admin : files tab, tools, database, Advanced, disable t/l…


Load compact –t


Make sure no-one is using the database


Dbcache flush  to close database


Re-open database

Schedule backups of transaction Log daily

Archive transaction logs

Weekly full database backups

ACL

Two or more groups – highest access

Group & User specific – User specific (even if lower)

Web Authentication


Anonymous – Server document, allow Anonymous access and enter Anonymous in db ACL


Will get prompted for user / password if :



Attempt to access something that needs a user name (eg Default = No Access)

Session based authentication is enabled – uses cookies, see server document again

If Anonymous access is not allowed on server

Performance

Use R5 databases (faster)

Use transaction based logging & recovery

Disk de-frag, disk space reallocation

· Display Images after Documents (basics tab db property)

· Prevent the use of Stored forms

· Don’t maintain read marks if not needed

· Advanced db property – “Document table bitmap optimization” which associates tables with form names so can speed up some views.  Has to use form= as part of selection process.

· Prevent overwriting of deleted data - By default Notes overwrites deleted space, select “don’t overwrite free space” if not needed.

· Don’t maintain “accessed (in this file)” document property – remove the “Maintain last accessed property” – only records on modify then, not on read.

· Disable specialised repsonse hierarchy – disabled use of AllChildren and AllDescendants

· Prevent Headline monitoring – stop users setting db up for monitoring

· Limit size of $updatedby (names) and $revisions (dates) fields. to 10 or so.  Upto 500

Domino Agents

Will only run when user has sufficient rights through ACL

Invoker – one who starts agent

Creator – created agent in first place

Signer = creator

Need at least reader access to db to run agent

Editor on relevant documents to update them

Once invoker has rights to run agent, creator’s rights then used to determine what agent can do.

· Simple Actions – anyone can run, ACL only

· Formulas – anyone can run, ACL only

· Java

· Restricted – no file i/o

· Unrestricted – all access, can potentially bypass Notes security

· Lotus Script

· Restricted – no file i/o

· Unrestricted – all access, can potentially bypass Notes security

Groups with relevant access specified in security part of server document

If fields are blank then no users can use these agents.  If filled in then must be in list…

· Personal – only available to owner / creator.  Not available on web client

· Shared – available to everyone – need designer or above access

Run personal Agents field in Security section of server document


If blank, all users can run.  If filled then only those listed.

Running one agent from another – restrictions of original apply.

For all agents uses Access Server and Not Access Server server security paramaters.

Server of Client

Will run on server if it is a server based database & 

1. before new mail arrives

2. After new mail arrives

3. When documents have been created or modified

4. On schedule…

Anthing else, eg Actions, Agent list are run on the workstation and restriction checks are bypassed.

On Web, server does all ACL and restriction checks.

Foreground or Background – manually from notes normally runs as foreground

Web agents always run on web server – mix of fore/back ground

Server background agent run on server, triggered from schedule etc. then it runs as agent creator.  See AgentProperties infobox or $UpdatedBy field.  To change re-save as another person.

Web Agent normally runs as Agent Creator by if option in Agent “run agent as web user” then it runs as user.  Can’t use these options on web:


Schedule

All unread documents in view

All documents in view

Selected documents

Pasted documents

Agent Manager

Controlling how often run with notes.ini commands:

Amgr_DocUpdatedAgentMinInterval = 30 [30 minutes]


Determines how often same trigger can start the agent off

Amgr_Doc_Update_Event_Delay = 5 [ 5 minutes]


Wait after update before agent runs

Amgr_NewMailAgentMinInterval = 0 [ no interval]


Min time between same new mail triggered agent

Amgr_NewMailEventDelay = 1 [ 1 minute]


Delay after receiving new mail before agent triggered

DominoAsynchronizeAgents = 0


Can agents triggered by web clients run concurrently, 1 = yes.

Max % busy no longer used

Tell amgr status, pause, resume, schedule, status, quit


Queues are :


E Eligible, S, Scheduled, V, event-triggered awaiting event

Trigger types
S scheduled, M, New Mail, U, Updated document.

No. of concurrent agents set by Server Tasks/Agent Manager section of server document.  Set MaxConcurrentAgents.

Log can be viewed from Designer.  Right click, log.

Enable agent logging into log.nsf with Log_AgentManager=1

Calendaring & Scheduling

Uses schedule manager task (sched) and calendar connector (calconn).  The free time uses these two and nnotes task.

Any but directory server has these tasks running.

Sched creates busytime nsf or clubusy.nsf for clustered servers

One entry for each user who’s mail file is on that server and has a calendar profile.

CalConn send out queries to other servers 

Free Time info not available


Check invitee’s name spelt correctly in request (inc domain name if another domain)


Domino 4.5+ is used as the mail server


Mail server is down as it needs to access busytime

Check sched is running on mail server

Needs to have saved calendar profile after upgrading to R4.5+ template

Listed as can read invitee’s free time in their Calendar Profile

Check domain connectivity if it is another domain

General comms checks, eg protocol

Problems with resources typically caused by comma in name.  Delete & recreate without comma!

Can’t find user : $BusyName field points to person who has been deleted.  Delete document

Cannot peform this action locally.  Create site in resource reservation db on server, not local…

Log files

LOG.NSF

Server, Analysis tab, <server name>, Notes Log

Can search using Server, Analysis, Analyze, Log.  Creates db from loga4.ntf with one view – log events .  Search for individual words not phrases, separated by commas

Additional entries to log file, add these entries to notes.ini


Log_AgentManager


Log_Update

to show indexer activity

Mail_Log_To_Miscevents

Log_View_Events
to show messages when views rebuilt

Lof_Replication

Log_Tasks

server tasks

Log_Sessions

records user session info.

File Preferences User Preferences Ports COMx to log modem / script i/o

NNTP can be logged from Server doc, Internet Protocol,s, NNTP, 3 levels…

Network connections – trace from within port

Web navigator – choose 1 of 3 levels from Server tasks, web retriever, on server doc.

Notes.ini : 
Log=log.nsf, 1, 0, 7, 40000

Setup archiving to archive log entries over 7 days old or will be deleted, see above.

DOMLOG.NSF – Domino web server log

Date & time, ip address / dns address if enabled, user name (if supplied), status code (eg 404), length of info. Sent, type, eg text/html, request url, type of browser, CGI errors, URL of referrer, Server’s IP / name, time to process request.

Created by HTTP task.  Domino Admin, Config. Tab, Server document, Internet Protocols, HTTP.  Enable domlog.nsf.

Alternative is to use text files (choose in server document).   Access, Agent, Error, CGI-Error, Referrer.  Will create one with each day as name.

2: Maintaining Domino Directories, Users, Groups

Multi-language

If installing updated V4.x server after upgrading directory to V5, do not replace design…

V5 directory compatible with V3 upwards


Profiles.  Domino directory profile created when new Directory is opened (web or notes)

Public directory  used for miscellaneous settings in names.nsf

Open names.nsf. Actions, Edit Directory profile.


Domain defined in this public directory: KNIGHT


Directory catalog file name for domain.  Optional.  Same for all servers


Sort all new groups by default [no]


Use more secure internet passwords [yes].  Increased encryption…


Allow the creation of alternate language info. Documents.  [yes] allows creation of these 

documents that can be searched by LDAP clients

List of Administrators who are allowed to create cross domain config documents in the admin 

process database!! … does what it says.

New views & (orms the same)


External Domain Info.

Holidays

Web Configurations

People \ Alternate Language Information

Various new hidden views.

Groups

Editor access or above in ACL

Domino Admin, People & Groups.  Tools, Groups, Manage.

Author + listed as Admin in group allows editing of member and name fields – noCreate rights


Also allows deletion of group.

Renaming a group means listings in ACL’s are temporarily invalid.

User ID’s

Recertifying a User ID


Needs Author access , CreateDocuments access, Usermodifier or Editor role in names.nsf


People & Groups, Select User.  Tools Pane, People, re-certify.  Enter certifier password

Enter expiration date [2 years default].  Leave “only renew certificates that will expire 

before… “

Check certlog.nsf to see what happened if any errors.

To re-certify admin needs cert id, reader in names.nsf, author, create document in Admin requests db (admin4.nsf) , author with create in cert log.

Moving mail file : People & Groups, person, Move Mail file, Yes… new server name.  Then change person document (automatic) and user’s location documents.

Renaming users: Editor with Create docs or UserModifier role to directory and at least Author / create docs role to certlog.nsf and admin4.nsf

People & Groups.  People / rename.  Certifier ID etc.

Recovering ID’s / passwords


Email admin asking for encrypted backup ID


File Tools RecoverID from client


Select the ID to recover


Prompts for 1st password the unlock ID.  Associate 3 admins at least with ID’s.


Enter admin’s password.

Potentially enter other required passwords until ID is unlocked.

Enter new password

Delete old ID file

To get admin password for recovery:

Have user send encrypted version of ID to admin

Domino admin client.  Config tab.  Certification | extract  recovery password

Enter recovery password then tell user admin password that shows on screen.

Monitoring / maintaining users

Define common settings for workspace and registration

Register users

Make install files for users to install software

Default settings:


Mail servers for users


Workstation security (ECL)


User Setup Profile | Registration preferences

Basic, Advanced registration

Text file : using register person dialog (gives chance to edit each)

or : directly, never appearing in Queue – define non-unique settings before registering

Deleting user:

Using delete from people & groups can delete the NT account aswell and add to Deny Group.

Need Author, delete documents and usermodifier role in Admin db, and Editor of names.nsf.  

Also author with create documents access to certifier log.

Updating to R5 mail templates:

Tell router quit to stop mail being delivered

Load convert mail\user.nsf * mail50.ntf

Load router again to restart mail routing

Migrating from other systems

Ccmail, exchange, ldap, msmail, NT, groupwise 4.1 & 5, netscape messaging server

Migration tools available with custom install of admin tools.

Troubleshooting directory

Replication /.Save conflicts

Merge replication conflicts option

Enable form versioning

Database users ACL to Author so they can only access own documents

Minimum amount of replicas needed.

Check following:


ACL defined correctly


Server tasks running during peak hours


Load balancing not correctly defined


Poor database design

Database Maintenance

System paramaters

Config of location document

Connection documents

Port configuration

User preferences

3, DOMINO MESSAGING AND REPLICATION

Monitoring Replication

Log.nsf, Replication events view

Admin.  Server, analysis, notes log, replication events.

Replication history – cleared or doesn’t match checks all docs since “only replicate incoming documents after…” field value

Replication Monitors


Generate events to Server, Analysis, Stats Reports, Events view


Taken from Configuration, statistics & events, monitors, replication.  Also acl change etc.

Database Analysis


Replication history (db)


User activity (db)


Creations, additions, deletions (db)

Design changes (db)

Replication additions, deletions etc. (log.nsf)

Mail messages delivered by router

This can be retrieved from multiple replicas.

Domino Admin, Files.  TOOLS, database, Analyze (or drag to analyze tool)


Choose last x days., stored in dba4.nsf 


Can analyze any db.

For log.nsf, Server, Analysis, TOOLS, Log Analysis

Forcing Replication

Repl <server> or Push <server> or pull <server>

Server , Status tab.  TOOLS, Server, Replicate

Or manual from client with File | Replicate | Replicate

Design replication

Refresh / Replace design

Refresh = design task running at 1am

When replicating, source must have designer access to dest. To update design

Replication & Save Conflicts

Merge data from two then delete response or edit reponse (becomes main) and delete other

Ways around:


Use Form property : “Merge replication conflicts” which merges where different field edited


Use versioning so that documents edited become repsonses


Lotuscript to write custom conflict handler


Author access and Authornames fields


Low no. of replicas


If db property LimitEntries in $Revisions is above 0, increase or –1 to remove.

Reasons for failure

ACL, Deletions not replicated, Readenames fields, date filters etc.

Purge interval removed deletion stubs before replication taken place. – 1/3 “Remove documents not modified in the last x days” – space saver panel of replication settings dialog

If doc. deleted and another replica edited afterwards edit wins.

If doc edited twice then deleted from another replica, edit wins.

Monitoring mail routing

Message tracking – users can trace own mail, admins can trace any.

Stored in MTSTORE.NSF database – created by mail tracking prog on server and is searched by user or admin when tracking mail.

Start MTC task on server.

Configure server for message tracking

Setup reports.nsf database

Admin, Configuration, Config settings, Router SMTP, Message Tracking.  Enable it.

Open reports.nsf.

Ensure ACL for server & admin are Manager

Enable all the scheduled agents

Give admin unrestricted agent access on server

MSSTore can be used to analyse mail traffic

Create reports, scheduled or once only in reports database.

Or Admin, messaging, mail tab.  REPORTS, Create Report.

MAIL PROBE


Ispy process.  Send mail trace mail to recipient and returns a statistic if time to get it :

QOS.Mail.RecipientName.ResponseTime(secs) gets returned.


If collect task is running then stored in statrep.nsf


Generates events for failures



Default checks local servers

Config tab, Stats & Events, Probes, Mail


Add mail probe for another server


Can also add TCP server and Domino server probes

FORCE MAIL ROUTING

Route <server>

Tell router show

Server, Status tab.  Tools, Server, Route Mail

TROUBLESHOOTING MAIL

Use log.nsf

Domino Admin, Mesaging, Mail tab.  Mail routing topology by connection / named net


To see users failure message create new mail template and copy documents or delegate


Access to admin too.

Trace mail:   Admin, Messaging, Mail tab.  Tools, Messaging, Send Mail trace – choose report from each router along path or last router only.

Check names.nsf


Replicating properly / acl etc.


Problems with person document / does not exist


Server, Connection, domain documents

Workstation:


User preferences mail type, Local nab, location documents.

Servers:


Certificate in common


Admin. People & groups. Certification, ID file – check server id file.


Server memory / disk space


Corrupt mail file or mail.box

SHARED MAIL:


Load object info usersmailfile.nsf to see if it uses shared mail

MAIL CONVERSIONS

Exchange / ccmail etc.

4, MONITORING DOMINO SERVERS

Certifying servers

Default is 100 years!

Server modifier role or listed in admin list of server and author to names.nsf or greater

Monitoring server resources

Files, Tools, Disk space.

Webadmin.nsf from http://


Analysis, Memory, Disk Space etc.

Database size can be checked in files tab of admin

Stats tab to view real time stats

Log.nsf records memory, disk space, replication, dialup etc.

Tasks running on server

Default:


Adminp, amgr, database server, event, indexer, replicator, router, stats, server users, mail.dead, mail.hold, mail.waiting

Tasks installed dependent upon server license option.

Web Services

Domino services for IIS

Server ID cannot be password protected to use as Domino for IIS.

If IIS hangs when Domino starts, restart it


Server document – “database browsing not allowed” is “allow http clients to browse dbs”


Unauthorized exception over http is probably bad ACL settings

1. Ping then telnet to port 1352.

Once logged in at highest sub directory level all others available without re-authentication – if 

authenticated lower down then moving to sibling in tree will need re-authentication

For home page, define in server document.  Default home page or Home Url on HTTP page.

Check Web Navigator is running otherwise might get host not known etc.

Track with domlog.nsf

Remapping links / URLS

Config tab, server document, web button, Create URL mapping / redirection

Running program documents in names.nsf

AdminP problems

1. System resources

2. Replica of domino directory OK

3. Sh ta and check adminp is running

4. Check Administration server of domino directory is specified in properties

5. Check replication of names.nsf and admins4.nsf

6. Check response documents produced in adminp database after run correctly

7. Check for Public key problems

Will appear in certlog and / or on the server console screen

Adminp needs restarting if:

unable to access transfer context information


unable to create entry thread


no address book is present on this server

Restart server:

Insufficient memory – admin request q is full

Adminp does not have enough memory to compute formulas…

Clustering problems

2 to 6 servers

databases sync continuously

If a db is unavailable then next available clustered db is shown to user

Errors:


Databases are not consistent within cluster



Check cluster replicator is running



Verify databases are listed in cluster database directories



Verify common replica ID’s



Verify replica is enabled in clbdir.nsf and replication is working (log.nsf)



Check quotas

Fail over process.  Does not use replica ID’s.  Domino Cluster manager fails over to other server

Multiple replicas of same db on same server will cause failure

Adding a server to cluster and cluster replicator engaged before Directory Manager process has started then will get “unable to configure using cluster db” message.

Load cldbdir at console or create replica manually.

Partition problems

All processes share server name space


Add Kill process=1 to notes.ini will do this

5: MONITORING DOMINO SYSTEMS

Certifier Issues

Users, Servers etc. need at least one certificate in common to be able to communicate

Certifier ID gives a user a certificate

Default path \lotus\notes\data\ids\certs\

Admin Preferences in File | preferences menu  sets password length, location of certifiers etc.

Can view cert id, properties, change password with certify / “ID properties” under Config in Domino Admin.

Default valid for 100 years

Re-certify to change expiry date, add a new alternate name / language

Change minimum password quality

Use Organizational certifier to re-certify itself and any OU certifiers under it.

Multiple password for cert id

Tools, Certification, Edit Multiple Passwords

List of users, passwords, and how many required to certify.

Password Recovery

Config, Tools, Edit Recovery Information

Export button sends memo to existing users whose ID has not recovery info.

Connectivity

Server, Status tab.   Right click or use menus to :

Server task: start, stop, tell

Port: stop, setup

User: broadcast, drop

Server: replicate, mail, secure console, shutdown

Monitor Connectivity

Use probes in R5 - Check for availabilty of resource within a time period then send an event if  not available. 

Server Probe / specific database

TCP Server probe: dns,ftp,http (or specific url) ,imap,ldap,nntp,pop3,smtp,other

Mail:Test message sent

Failure for any comes back as –1

Ispy Task

Sends server and mail probes.  Recorder in statrep.nsf

From notes.ini RunJava Ispy into a server tasks line

Load runjava ispy from console

Tell runjava ispy quit or tell runjava quit to exit

Creates a mail-in db record in names.nsf through adminp.

Monitoring Domain Access

Physically secure server / console access

Set secure <password> at console, same again to remove.  Only stop server quit

OS level:


Remove fancy screen savers as they take a lot of processor resources!


Disable nfs, ftp, file share access to db’s


Create secure a/c to run Notes on Unix

Notes level – server document, security properties:


Compare notes public keys against those stored in directory [no]



Compares public key in ID used to one in names.nsf


Allow anonymous notes connections [no]



Set Anonymous user rights in Database ACL’s if this is used.


Check password on Notes ID’s [disabled]



Also needs to be enabled on each person document

Web server access


More name variations with lower security [default] – 

can use full hierarchical name, 

common name, or 

alias (username field), or 

last name or first name or soundex code


Other option is “Fewer name variations, higher security”



Full hierarchical name, or



Common name, or



Alias

Security Options

Only Allow Server Access to users in this directory: [no]


If yes only people document in names.nsf can access server

Access server [] = any 

Not Access Server [] = none

Create New Databases [] = any

Create Replicas Databases [] = any

Allowed to use monitors  [*]

Not Allowed to use monitors [] = none

Administer server from browser [] = no-one

Passthru Use

Access this server [] = no-one

Route through [] = no-one access to other server

CauseCalling [] = no-one can cause server to dial

Destinations Allowed [] = any server configured as passthru destination

User & Group Types

Use DenyAccess Group type for old users otherwise if user is deleted using adminp then it will be removed from group.

ACL only group not shown to users for mail group purposes

Mail Only group uses in ACL will only give users default access

User Types assigned to each entry in ACL is so that a person in LocalDomainServers can’t access db, Person with same name as group doesn’t get access etc.

Anonymous:


When installing first server can choose to have Anonymous added to all db’s with No Access

Stats / Events

Stats reported into statrep.nsf, monitors created in events4.nsf.

When threshold of monitor is reached it is logged in statrep.nsf

If an event notification has been configured then Event is triggered

Passive:


Domino server monitor


Stats reports


Notes log


Stats tab in Admin client

Active


Events


Monitors


Probes

Domains

Domino Server Monitor defaults are set through Files | Preferences | Admin Prefrences

Choose which domino domains to monitor

Limit the amount of virtual memory reserved for monitoring [4Mb] [upto 99Mb]

Automatically monitor all new servers in domain [n]

Specify where statistics are collected “when using location” Office (Network)

Default polling interval of monitored servers [1] minute

Monitor servers from this computer or server (choose)

If problems with accessing domain try load updall names.nsf –t <viewname> -r

On eg $ServerAccess, $People, $Groups or do all with updall names.nsf -r

Domino Admin database

= Front screen for Domino Admin.  If corrupt etc. rename and new one will re-create

Admin Execution Control List

Administration ECL


In Domino Directory.  Actions | Edit Admin ECL


Allows access levels for Java, Workstation, and Java applet.


Tick box, Allow users to Modify should be unticked generally


ECL default settings for users pre-v5.02  will not be protected


Need to run @RefreshECL on each client PC, e.g. button in email

Signing design changes

Each design element has an agent owner who needs to be in the ECL

Data Backup

1. Shutdown Domino and backup

2. R5 compliant backup agent.  Earlier versions may not work right.

Will require that transaction logging is enabled

Transaction logging

Separate hard drive recommended, preferably mirrored

Automatic fixup no longer required – instead backs out / completes transactions

Ensure all db’s are using R5 format On Disk Structure

DATABASE INSTANCE ID

When logging is enabled for first time, each db using R5 ODS is given a DBIID which is used to connect each db with it’s transactions.

Running Fixup gives a db a new DBIID so it needs full backup.  Also Transaction based backups cannot be restored prior to fixup.

Make a full backup as soon as the DBIID changes then backup can capture new changes

FIXUP
Can be run against a R5 ODS with transaction logging enabled with –J paramater

COMPACT

Running compact with Copy style compact gives db a new DBIID

ADVANCED DB PROPERTIES

Document table Bitmap Optimization


Need to compact to enable this  - do full backup immediately afterwards

Disable transaction logging


Make sure no-one has db open first.


Turn off in advanced db properties


Load compact –t to disable logging

Load dbcache flush  to flush out any changes in cache

Re-enable logging


As above except re-enable advanced db property

Don’t support specialised response hierarchy


Recommend full backup once done

Changing any of these entries in Transaction Logging:

Gives all databases a new DBIID

Transaction Logging

Log path (I:\xxx or \logdir relative to Notes dir)

Maximum Log Space (bytes)


Does not give new DBIID but need restart



Automatic fixup of corrupt databases 

– if not enabled a message is sent to admin to run fixup -j



Runtime/ Restart perfromance


Needs restart & full backup



Logging Style (circular or archive)

Best plan is:

1. Full Backup

2. Change Transaction Logging settings

3. Restart Server having made any OS level changes

4. Full Backup

NOTES.INI 
Translog_Status=[0] disables transaction logging on all db’s on R5 server




Translog_Path= points to location of transaction logs

Backup Policy

R5 compliant backup program. Daily incremental backups of transaction logs

Full backup of all databases on weekly basis. Run compact –b to reclaim disc space

Domino / NT integration

Can use Performance Monitor


\lotus\domino\Notesreg.bat <path to server program, eg e:\lotus\domino>

Adds Notes counters to performance monitor



Installed if Notes Performance Monitor option selected during install


Once enabled, restart Notes, then restart PerfMon.

Console Commands

Dbcache [disable / flush / show]

Show [allports / cluster / configuration <variable name> / database <filename>  / DBS /



Directory / DriveSpace <drive letter> / Memory / Port <portname> / Schedule /



Server / Statistic [<variable> ] / Tasks / Users

Trace <servername>

Stats Collector document.

Defined in Admin, Configuration, under Stats & Events

Create documents  -- default is every 120 minutes, alarm every 30


All Servers in Domain / All not explicitly listed / These servers:

Default Thresholds

Admin, Config, Stats & Events, Names & Messages (advanced)


List of stats and thresholds for each

Admin, Config, Stats & Events, Event Notification to choose events to be notified about

Client Troubleshooting

If server IP address changes client has cached old one in location document.


Delete location document and re-create


Or add to NOTES.INI – don’t use remembered addresses=1

$SavedAddresses, $SavedPorts, $SavedDate, $SavedServers

Modem problems.  Log I/O in port settings

CLP Exam 521 – Implementing a Domino R5 infrastructure

1: Creating / Registering System Resources

2: Installation

3: Setting up Infrastructure, Servers, Workstations

Passthru
- Dialin server

Hub

- Routes mail / replication for spoke servers

Web Server

Use Server document, HTTP and Domino Web Settings tabs

DSAPI = Domino Server API

Install Types

All servers have AdminP, Amgr, update (indexer), router, replica processes

Domino Mail Server


InstallType=3


Calconn, sched, router, amgr, http, pop3

Domino Application Server


InstallType=5 in NOTES.INI


Mail server plus customized domino databases


May not need calconn and sched, http, pop3.


Agent Manager probably most important on App server

Domino Enterprise Server


InstallType=4


As Mail + Application + Domino & Internet Clusters + Partitioned servers


Any tasks not specifically needed should be removed

Lotus Notes Client


InstallType=0


Mail & Applications access

Domino Developer


InstallType=1


Designer access to db’s

Domino Administrator


InstallType=2


Admin access to db

Location documents

Home (network dialup)


Uses DUN

Home (notes direct dialup)


Ideally to a passthru server so can access all Notes servers


Connection record required for phone #


Internet


Direct IP connection using the internet to Notes server

Island (Disconnected)

Office (Network)

Travel (Network dialup)

Travel (Notes Direct Dialup)

Directory Catalog

For remote users can replicate a smaller version of the directory produced with dircat process on server

Uses template dirccat5.ntf

4: Setting up / Configuring Database resources

Directory Catalog

Create one from dircat5.ntf template

Configuration view.  Create | Configuration


Specify fields to include, groups to include, soundex, etc.

Packing Density [255]

Incremental Fields [YES]

Merge Factor [5%]

Load dircat dircat.nsf from console or server tasks etc.

Directory Profile within names.nsf must include filename above

Add Log_Dircat=1 to notes.ini to log in log.nsf 

Directories field within Config document shows directories to get data from

Directory Assistance

Useful when more than one directory available


Created from da50.ntf template


Security for web authentication users


Clients with LDAP Directory search ability


Convenient mail addressing for registered directory users

With LDAP:


Security for web authentication users


Confirm registered group membership in an LDAP directory


Direct LDAP users connected to Domino LDAP services to the LDAP directory


Provide mail addresses for LDAP users to mail Notes users.

Calendaring / Scheduling

Busytime.nsf / clubusy.nsf

Adjacent domains can communicate if adjacent domain document in place

Non-adjacent domains can communicate through and adjacent domain and need a non-adjacent domain 

Document

Lotus Organizer / IBM OfficeVision

Foreign Domain Document


Calendar Information tab



Calendar Server Name


Calendar System – OfficeVision or Organizer 2.0

ID Backup and recovery

Create a mail-in database


No Access for users.  Read access for admins


Point recovery infromation at this database


Use Export button and choose all users to send them copy of recovery information



To, cc, subject, memo

License tracking

Certlog.nsf (certification log) must be first db created after first server setup.

5: Setting up / Configuring Distribution & Monitoring

Mail.box

Can have multiple.  Specify in Server document, Router / SMTP tab


New mailboxes created when server restarted : mail[n].box

Message Tracking

MTSTORES.NSF in MTDATA directory by default

MTC process on server

Config document, Router / SMTP tab then Message Tracking tab

Possible results:


Delivered, Delivery Failed, In Queue, Transferred, Transfer Failed, Group Expanded, Unknown

SMTP / IMAP etc

Now included.  Load on at least one server to connect to internet

MTA’s for accessing other mail systems

IMAP users can access their mail file remotely and synchronise messages with it

IMAP uses need to authenticate, eg user / password, SSL authentication, SSL encryption

IMAP client can only access own mailbox once authenticated

Server must also run SMTP for sending mail

SHARED mail

Domino specific

Server task “object collect” runs daily to perform maintenance


Multiple users as recipient then it will store in Shared message file


Message header stored in user’s mailbox pointing to shared message.


User sees no difference

MIME

Router examines user’s person document for mail sourced from internet

If message is in Notes format and person doc. says prefers Notes Rich Text then router will process message as is.  If person document says prefers MIME then router converts to MIME format and delivers.  If person document says “No Preference” then no conversion is made.

Messages automatically converted to MIME for Pop3 and IMAP clients

In reverse, if message is in MIME and person asks for Notes Rich Text then converts to Notes format.

Encrypted S/MIME messages converted to attachments with note saying it can’t be converted.

Schedules

Connnection Documents


Routing Task, Route at once if x messages, Routing Cost, Type (push wait, pull push, pull, [push] )

Monitoring

Ispy task : load runjava ispy

EVENTS4.NSF


ACL Change monitoring
database, server, severity


Stats Monitor

server, stat, greater/less, multiple, threshold, severity


Replication Monitor
filename, server, replica partner, timeout, severity


File Monitor

filename, server, unused space [y/n], Trigger when unused space exceeds 

[x%], Automatically compact when above condition is met user inactivity 

Time Periods to monitor, Minimum sessions, Severity

Replication

Default is 8am to 10pm, 360 min intervals

Line : 2 to 4 servers, Ring: 4 to 6 servers, Hub: 6+ servers, Consider timezones…

6: Setting up / Configuring Domino Infrastructure Security

File Protection Documents

Server document.  Hit web button at top of screen


File Protection.  Enter path and state access web clients should have:



Read/ Execute



Read / Write / Execute



No Access

Stored in names.nsf, Server, Web Configuration

TELL HTTP RESTART SERVER after changing permissions

Web Authentication

Aswell as normal Notes methods, if using IIS can use Basic Authentication with NT Account and password 

Domino Directory Security Roles

Group Creator

Group Modifier

Net Creator

Net Modifier

Server Creator

Server Modifier

User Creator

User Modifier

If only has Author access then some fields may still not be accessible due to the field property “must have at least editor access to modify this field”.

Default access is Author which means a user can change only their own record.

Anonymous is also included with No Access so web users need to authenticate to access the directory

CLP Exam 522 – Deploying Domino R5 applications

1. Database Architecture

Keep application in R4 format

Rename to .NS4

Use Compact –R

JavaScript

Cannot be used in Agents

Processes at client

Java

Internet Protocols, Domino Web Engine section of  Server document:

Java Servlet Support – None, Domino Servlet Manager, Third Party Servlet Manager

Servlet URL path – [/servlet]

Class Path – can change directory from domino\servlet or add librarys to this directory

Servlet file extensions – list of URL extensions that reference servlets

Session state tracking – Tracks http sessions for idle sessions

Idle session timeout – [30 minutes]

Maximum active sessions – [1000 “users”].  Longest idle will be cleared when this is reached

Session persistence – Disabled.  Enable will cache http sessions into file sessdata.ser

File Protection documents to protect CGI scripts, servlets, agents

Java applets imported in applets design section under resources option in design pane.

Cannot be used to change user’s workspace

LotusScript

Restricted is allowed to reference and change fields

Unrestricted allows access to file system, OS commands, C program calls etc.

Design Elements

Actions


Formula, JavaScript, LotusScript, or predefine – categorize, edit, send, forward, move to folder, 

remove from folder

Fields


Text 0 64Kb

Date/Time

Number

Dialog List

Check Box

Radio Button

List box

Combo Box

Rich Text

Authors

Names

Readers

Password – show typing as asterisks

Formula – used with Headline monitoring (db property), subscriptions (server task)

Calculated left to right, top to bottom.

Forms & SubForms

Graphics

OLE – Paste Special into document

Sections (standard or Controlled Access)

Shared / Private

Agents private unless made shared on creation

Views / Folders default to shared

If user does not have ACL privileges to create private views they are stored in desktop5.dsk

Attachments

Attachments are embedded documents

Can also use OLE to link to document on file system

Not in NSF

HTML, Java servlets, graphics typically stored as files on servers, not in NSF file

Document Characteristics

Archiving

Moves unused docs to another database (file)

Either use properties dialog or create agent to archive files and purge unwanted documents

Author Access


Needs Author Names field, eg @name([CN];@userName):”Administrators”:”LocalDmainServers”

Reader Access


Reader Names field.  Caution as this also applies to servers so use formula like above

View Hierarchies


Use ShowResponsesOnly column.

HTML

Can apply HTML attributes to fields etc.

ODBC / DECS


Can use ODBC, DECS ot third party programs to access external databases

Secure Applications

Notes ID file & password – public / private key checking

Username & password via web connection


Uses Person records & their “internet” password field


Suggest using separate directory


More options for names allowed using field in server document



More name variations / fewer name variations


Use Anonymous in ACL if not wanting authentication

ACL


Used for replication aswell as users – servers need relevant access


Eg Hub / Spoke.  Hub needs designer access at least

Consistent ACL’s


This will enforce the ACL locally on server and locally on workstation replica

Authors

Groups


Use in ACL to dynamically change access


Delegate admin using Administrators field on group


Stored in server cache so need to wait a while, maybe run updall on names.nsf

Read access to Views


Can be set through View properties

Reader Access


Reader Name fields, Reader Access in Properties of form, Mark document private

Roles


Upto 15 characters - Can protect forms, fields etc. using Roles

Sections


Controlled Access sections

Security v Deterrence


Can hide db from Database Open menu but user can find manually


Can hide view but user an create own, Can get in through URL.


Ie make sure ACL / Reader / Author names set correctly!

Web Users


Web authentication forces user / password checking


Anonymous with little or no rights stops access that way


Disable Allow HHTP clients to browse databases in Server document (IP/ HTTP section)


File Protection documents


Allow less user name variations

2. Domino Infrastructure

Capacity Planning

Application Size

Reader Access Fields

Replication based on Age of document

Selective Replication formulas (not security as user can bypass)

Indexes


Select refresh interval of indexes



[Auto], Auto after first use, Manual, Auto, at most every


Discard Index



[Never], After each use, If inactive for

Performance

Display Images after Documents (basics tab db property)

Prevent the use of Stored forms

Don’t maintain read marks if not needed

Advanced db property – “Document table bitmap optimization” which associates tables with form names so can speed up some views.  Has to use form= as part of selection process.

Prevent overwriting of deleted data - By default Notes overwrites deleted space, select “don’t overwrite free space” if not needed.

Don’t maintain “accessed (in this file)” document property – remove the “Maintain last accessed property” – only records on modify then, not on read.

Disable specialised repsonse hierarchy – disabled use of AllChildren and AllDescendants

Prevent Headline monitoring – stop users setting db up for monitoring

Limit size of $updatedby (names) and $revisions (dates) fields. to 10 or so.  Upto 500

Server Size


Domino Server.Load uses a script to simulate user activity


Domino Server.Planner uses vendor benchmarks to determine server for capacity predicted


NotesBench – vendor tool for benchmarking clients & servers connecting to other servers

Sorting / Categorizing


May not need Full Text Indexing


Allow user to choose sort order

Access


Employ access control & other security measures

Connectivity



For remote users etc.  selective replication, notification of waiting messages, ensure doclinks works

Replication Fundamentals


ACL, Reader Names, Author Names fields

Routing Fundamentals


SendTo field and button to send document


Mail-In database records


Need to store forms or include in receiving database

Remote Users


Doclinks sent to them need to be replicated first / dialed up etc.

Possibly
use timed agent to send mail notification after delay so replication has occurred.

License Types


Notes, Designer, Administrator can use any db’s


Notes Mail clients can only use Mail and supplied template db’s


Notes Desktop license can use Mail and any other db’s but not designer or admin.

Server involvement in replication


Connection records, time zones, ACL changes on hubs etc.

Web Integration


Open different document on web application open to notes client


Can use Java HTML etc.  Need to run DIIOP task on server for Java

HTML Applications


Forms, fields, pages etc. can use html. HTTP on server.

Background Agents


Agent Manager task schedules, run off-peak and few as possible


Save Agent with server’s ID so documents sent as server, not developer

Securing Agents


Agents secured from Server Document

Design Changes


Use Templates. If developed outside, sign elements of form – Domino Admin, Files, Right click, Sign. 

Choose all or selected design elements
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