CNE Exam 50-539 – NetWare 5.0 Administration

[xyz] : entries in square brackets are default values

Hardware Requirements

Pentium Processor (P100 preferably)

64Mb RAM, 35Mb DOS partition, 600Mb SYS,

VGA, CD-ROM, Network Board

NetWare Basics

Login Sequence

Prompts / validates username
Denied or continue

Checks account restrictions

Denied or continue

Prompts for password

Denied & Intruder Detection notified or

Access Granted

NDS Basics

Context

Describes what part of tree an object is in

Current context – location of you in tree

Name context  - defines where another object is in tree

Distinguished naming:


Complete name from root, eg .CN=stephenk.OU=IT.O=DCC


Dot at start signifies starting at [root]

Relative distinguished naming:


Path relative to current context


Eg when current context = .IT.DCC, joanne.law.dcc is :

CN=joanne.OU=LAW.  Or joanne.law.

Typeful name


Complete with attributes, ie .CN=stephenk.OU=IT.O=DCC

Typeless name


Abbreviated form, ie .stephenk.it.dcc

[root] is the top level of the tree.

Attributes

C    = Country – valid two letter country code – normally would use OU instead

O    = Organisation – top level.  Can contain all other leaf objects

OU = Organisational Unit

CN = Common Name

NDS Objects

Standard objects include:


User


Alias


Organisation Role

Template

Directory Map

Group

Print Queue

Print Server

NDPS Printing

Automatically installs drivers for users’ workstations from server – ie NDS knows what each printer object physically is so that it can install drivers

Printer Agent


Created for each printer

NDPS Manager


Controls Printer Agents

NDPS Gateway


Print Server like translator for non NDPS printers

NDPS Broker


SRS – Service Registry Services for public access printers to be advertised


ENS – Event Notification Services to notify users of paper jams etc.


RMS – Resource Management Services to manage drivers, definition files, banners, fonts.

Types


Public – No NDS object (resides in Broker)


Controlled Access – Has NDS object and uses NDPS gateway

NetWare Utilities

NetWare Administrator

Standard admin program incorporating all admin functions

Sys:\public\win32\nwadmn32.exe

Filer

Old DOS program can still be used for managing files / rights / flags etc.

Sys:\public\filer.exe

ConsoleOne

Java based Nwadmin

Sys:\public\mgmt\console1.exe

‘DOS’ commands

FLAG

eg FLAG RW /SUB *.*

NDIR

eg NDIR *.* /SUB /CONT

NCOPY

eg NCOPY sys:\public\xyz.txt vol1:\temp\abc.txt

RENDIR



UIMPORT
eg UIMPORT <source> <destination> which are Ascii files

MAP

MAP N woody/vol1: maps next drive to woody/vol1:




MAP DEL X  removes drive X:




MAP S1:=WOODY/VOL1:\TEMP maps Z: drive and first path entry




MAP C S3:  changes search drive S3: to network drive

File System

Organises disks into one (SYS) or more volumes

NWCONFIG is used to create, delete, rename volume once dismounted

NetWare Administrator can be used to changed logical name of volume

Directory Structure


SYS

Preferably only for OS use.  Print Q’s, user data etc. elsewhere


PUBLIC

Utilities, NetWare Administrator etc.


NLS

Mult-language message and help files


ETC

TCP/IP files, console settings etc.


DELETED.SAV
Salvagable “Recycle bin” directory of files where directory has been deleted


SYSTEM
OS NLM files etc.


MAIL

Old mail directories with V3.x login scripts etc.

Implementing Security

Rights

SRWMFACE

Supervisor rights cannot be blocked by Inherited Rights Filter (IRF) with file system but can be 

blocked by an IRF in NDS.

Rights given to NDS do not effect file system except Supervisor of Server object.

Creating an object (file or directory) in file system makes the creator owner.

The container of a SYS volume in NDS is given RF rights automatically.

Users are given RWCEMFA rights to their home-directory when it is created by NWADMIN

When looking at and IRF the checked boxes are the rights that are blocked.

Can assign rights from Exploer, command line (RIGHTS.EXE), or NetWare Administrator.

Security equivalence gives an object the same rights as the other object

Ancestral Inheritance – By default each object inherits it’s rights from it’s direct parent container

Server Security

Restrict Physical access to console / server as passwords can be found, data accessed etc.

Lock console using scrsaver.nlm

SECURE CONSOLE which will allow only NLM’s from SYS:SYSTEM to be loaded (ie not external)

Login Scripts

Container


Property of O or OU.

Profile


Profile given login script then assigned to user (only one allowed)

User


Property of user

Default


Cannot be edited, maps SYS: drive.  Not used if NO_DEFAULT in other scripts

# to run external command

REM or * to enter comment

MAP command directly supported

CAPTURE command can CAPTURE to NDPS printers only from login script

Monitoring and Optimisation

_swap_.mem in sys:\ is swap file.

RconsoleJ connects to:
Load rconag6 <password>[2034 <port>] 16800 

Troubleshooting
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