50-640: NetWare 5.0 Advanced Administration

NETWARE 5 UPGRADE & MIGRATION

Netware 5 Upgrade


Install.bat


Netware 3.1x, 3.2, 4.x, IntraNetWare


Changes existing server


Allows lock suballocation & disk compression


Risk of data loss due to power outage etc.


NetWare 2 and other servers need to be upgraded to NW3 or NW4 first

NetWare 5 Upgrade process


Pre Upgrade Tasks



Backup files & NDS several times.  SBACKUP recommended as it is NW4 & NW5



Write down server info. such as hardware I/O / IRQ for NICs etc.



Salvage any accidentally deleted files



Broadcast console message to users (!)



Check third party driver compatibility (old DSK drivers etc.)



Upgrade [root] master partition first


Perform Upgrade with INSTALL.BAT



DOWN server and load CDROM drivers



Remove SERVER.EXE from AUTOEXEC.BAT



Run INSTALL.BAT from NW5 CD




Choose Language




F10 to accept license




Upgrade from NW 3.1x or 4.1x




F2 for advanced options is available



Configure drivers




Detects hardware then allow admin to check / change




Mouse, Video driver, platform support module, Hot plug PCI support,




Storage Adaptors, Storage devices, LAN Adaptors



Mount SYS




Copies files to SYS:




Existing SYS:system drivers copied to sys:system/drivers.old




Agree to mounting all volumes once server has rebooted



Activate the java virtual machine - GUI dialog boxes: 




Network protocol settings  (Ip address etc.), one for each NIC




Check box for IP and IPX protocols and IP settings



Configure NDS




Login as fully distinguished name to upgrade directory from NW4.1 to NW5



License the server




Point to an NLF (envelope) file



Additional products




Choose any additional products and services to install


Post Upgrade customization



Upgrade printing to NDPS



Modify container & user login scripts (map without server uses their messaging server property)



Upgradeclient software.  V2.2+ for W95/8, V4.11+ for NT

Netware 5 Migration


Copies objects to new server


Novell Upgrade Wizard (\products\upgrdwzd\upgrdwzd.exe)


V2.2 only works with NW 3.1x servers.  V3.0 now supports Netware 4.x


Needs 3 computers (source, destination, workstation)


Safest method as old server is still intact


Model old data into new TREE


Migration Preperation



Planning




Can either do entire bindery or file system or both



NDS Housekeeping




Create at least 2 backups of NW3 + bindery and NW5 server + NDS




Document destination tree, admin password, context etc.




Consolidate names of users existing under different names on different servers




Change names of users from different servers where there name would clash in new container



Client Verification




On W95/8 Alt double click network neighbourhood, NT login dialog title bar.  Check version is suitable



Network Preperation




Ensure sufficient rights on NW3 and NW5 server (Supervisor equiv. on both)




disable any SAP filtering or ensure servers on are on same segment



Install Upgrade Wizard s/w onto a workstation




Unload, copy upgraded TSA, SMDR, SPZS, TLI, AFTER311, CLIB, A3112, STREAMS from products\nw3x




directory on C:\program files\novell\upgradedirectory and e-run tsa312/tsa311 on server to reload them all.



Name Space Support




If NFS, LONG / OS2, MAC etc. on source volumes need to add to destination server



Bind IPX




Make sure IPX is bound with correct frame type to network boards on server & workstation


Create Migration Project



Run program from Start Menu



Choose existing or (new) project



Give it a name and directoryto store it in



Choose a NW3 server and destination tree, logging in using server / tree button as needed


Implement Migratin Plan



Getting Started window appears then you can drag & drop bindery objects and volume data to the tree.



Can drag entire bindery or volume to tree in one go



Project window shows if migration can proceed - checks for:




Object conflicts, sufficient NDS & file system rights, disk space limitations, other misc. problems



Verify Project (from toolbar or Project menu)




Print migration.   Shows list of Print Queues.  Choose to migrate or not (check box)




Using Templates. "Apply a template" dialog box, unmark check box or choose a Template object




Misc verification.  3 choices.





Duplicate file resolution - choose how to handle.





Password verification - checking source server and destination tree passwords





Migration Verification - ensure "check for duplicate objects" and "check for sufficient disc space" are on




Conflict resolution





Same Type conflicts






Click each conflict and Rename automatically, don't migrate, merge (dest priority), merge (source)





Different Type conflicts






eg Print devies, configurations, queues etc. which can't be merged - Rename auto or Don't migrate


Perform migration



Start Migration  on toolbar and review config in approx 9 screens


Migration Cleanup



Login Scripts, Print Configurations, Check migrated users, files, third party apps, move objects within tree, upgrade clients

Minimum Hardware Requirements


Pentium processor (PII 300+ recommended)


VGA+ graphics


64Mb RAM (128Mb recommended for java)


30Mb DOS partition (256 recommended)


200Mb free on SYS (500 recommended)


Network board, serial or PS/2 mouse


CDROM

Protocols


PURE IP


COMPATIBILITY MODE



Encapsulates IPX within IP packets for apps that need it - enable at ws and server


IPX



Defaults to 802.2 but will bind any frame types that it 'sees' by default


IPX & IP



Choosing both during startup and either clients with IP or IPX can connect

NETWARE 5 IP SERVICES

Migrating to TCP/IP


Now uses native NCP over IP.


Compatibility mode allows IP to encapsulate IPX packets


SLP (Service Location Protocol) used to replace SAP when using IP


Also DHCP and Static configuration are available and NDS / DNS allow service location too


SLP



Automatic resouce discovery & registration over TCP/IP



Fully backwards compatible with IPX applications that use SAP discovery


DNS / DHCP services



Dynamic Host Configuration Protocol / Domain Name System



DHCP client sends broadcast



DHCP server examines request to find source network segment and if configured for this segment will allocate an address



Automatic - assigns a permanent address to each host which always gets the same address



Dynamic allocation - Temporary address from pool for a lease time



Manual allocation - delivers Ip address for a particular NIC



DNS




Supports three zone types: IN-ADDR.ARPA (reverse), Standard, and IPV6 (IP6.INT)


Installation



Need Supervisor object rights to [root] to extend schema



Choose a option during install or use Java console or DNIPINST.NLM from console



Extends schema with DNSDHCP-GROUP group object, DNS-DHP Locator object, RootServerInfo Zone object



Create above objects and 9 other object types in NDS to create manually.  Created in admin's home container unless changed



DNSDHCP-GROUP group Object




Given Browse object and Supervisor property right to all new DNS / DHCP objects. 




Just need to assign object to this group to have full access to all DNS/ DHCP objects in tree




servers running DNS and HDDHCP automatically listed in this group



DNSDHCP-LOCATOR Object




Contains global defaults and DHCP options.  List of all DNS/DHCP entities in tree - servers, subnets, zones




Unconfigurable and therefore not shown in management console - just there for console to access data.



RootServerInfoZone Object




Contains the IP addresses of the root servers on the internet for resolving outside own domain.


Install NW5 novell client



To use management console must have NetWare 5 novell client installed.


Install DHCP / DNS management console



Java based, runs on client from Tools menu of NW admin or standalone.



48Mb min required, 64Mb recommended, 8.5Mb disc space.



Install from public/dnsdhcp/setup.exe.  Choose "copy snapin files" to view and delete DNS/DHCP in NWADMIN



Left pane = managed DHCP objects (ip address order), or DNS zones



Bottom pane = shows dns/dhcp servers configured in current tree



Right Pane = detailed info. about highlighted IP address or zone selected in left pane or server selected in bottom pane.



No menus, just context sensitive toolbar.


Setting up DHCP server



Create DHCP Server object (under O, OU, Country, Locailty object)




Create.  Choose DHCP Server object.  Choose server.  name the object (default dhcp_servername)





Will show as non operational (red line through icon) in bottom pane until started at console...




Click on server that appears at bottom of page, two tabs appear - server & options




Server shows SAR (sunet address range) and Subnets serviced & curent DHCP version + comments field




Options page configures policies, eg SNMP traps, Audit trails, mobile users, PING enabling.



Configure Subnet Addresses




Create, DHCP Subnet object.  Give it a name, context, subnet address, mask, default dhcp server




Additional options =gateway, dns servers, subnet mask etc.



Subnet Pool allows more than one subnet on the same physical network



Can import DNS/DHCP 2.0 or 3.0 files into NDS with "Import DHCP database" button in Man Console



Assign addresses using SAR or IP Address Objects




SAR - dynamic to specific machine or group




IP Address - for a specific machine




Default exclusions for .0 and .255 addreses, eg 10.255.255.255 as this is illegal




Select a subnet object then Create an SAR or IP Address object




SAR is given name, ip start and end addresses





additional info:  Range Type, DNS update option, Default DHCP Server, comments




Create IP Address object and then use Addressing tab in IP Addressing window to assign to Mac address



Start DHCPSRVR at server console



Configure clients for DHCP.


DNS Servers



NDS replaces traditional Berkeley Internet Name Domain (BIND) text files.



Because it is in NDS the single point of failure of a primary DNS has gone and changes can be made anywhere




Create DNS server in DNS/DHCP console.




Create DNS zone object - NDS container to hold all info for a zone (=zone file)




Define Resource Records - (RRs) placed in RRset containers automatically




DNS domain, TTL, address class, record type, ad data




Activate DNS server with  NAMED at console




Configure w/s to use the DNS server (through DHCP...)




Create DNS zone as primary if NDS is managing it otherwise can be secondary to external server





requires  zone name, domain name, zone type, designated server.




A server must be designated during creation of a zone..




Can then click on zone and configure SOA, serial #, email, comment etc.




RRs (Resource Records) are:




NS (name server), CNAME (canonical name = alias to another dns entry), A = address, MX (mail exchange)




PTR (pointer) - used in IN-ADDR.APR domains to map IP back to host names...




Default record type = A(ddress)




Resource record is marked read only so have to delete / recreate if changed




Can Import from BIND format file with Import DNS Database button - needs context and server name

NETSCAPE FASTRACK SERVER


Consists of 7 NLMs:



ADMSERV.NLM - Netscape admin server



BTRIEVE.NLM - client server database



CRON.NLM - scheduler



CSSYSMSG.NLM
 - system message facility



NETDB.NLM - Network database access



NSHTTPD.NLM - Actual fastrack server NLM



NSLCGI.NLM - Local Common gateway Interface support library (scripting)


Provides access through web browsers using HTTP protocol to HTML and other file types.


Requirements



Netware Server:




NW 5 or NW 4.11




64Mb+ RAM




100Mb free on SYS:




LONG namespace on SYS: and any other volumes with web content




TCP/IP bound and configured



Client workstation




Win 95/98/NT




Novell client




Netscape 3.x or higher




CD-ROM




100Mb free disc space




TCP/IP



Need Supervisor file system rights to SYS: volume



DNS name needed otherwise clients will have to use IP addresses directly


Installation



Need supervisor rights to SYS: volume.  Must have drive mapped to SYS: volume for install to use.



Extract files and run setup from \products\webserv\setup.exe on ws which will run Server Installation Wizard




Specify ip, host name, port, admin port (4372), admin name & password, do (not) change autoexec.ncf



Can use own built in netscape directory service or any LDAP, NDS directly, or NDS through LDAP..



use nsweb.ncf to start and nswebdn.ncf to stop



Installs to sys:\novonyx\suitespot



web documents start in docs area under here - default is all are accessible to everyone



ADMINACL - contains .ACL files controlling admin-serv directory



ADMIN-SERV - contains administration server



DOCS - default directory



HTTPACL - .ACL files for above



HTTPS-webservername - contains individual Server Manager



MANUAL - manuals - https and admin directories



SYSTEM - ?? does not exist - presume means sys:/system



Default pages include: scrpting.htm, /readme/readme.htm



Aministration Server or Server manager to access help.



To use Server Manager, Administration Server must be running on server:




Loaded into autoexec.ncf or from nsweb.ncf = ADMSERV





to remove unload or run NVXadmdn.ncf




can then access server manager with http://10.0.0.226:4372 etc.




need to authenticate with user / password given during install




General Administration - global configs for server including:





Admin Preferences





Global Settings





Users & groups





Keys & Certificates





Cluster management




Servers Supporting General Administration - 
Provides access to server specific Server manager form





Basic Parameters






Start/Stop, name, ip address, port etc.





Configure directories in document tree





Configure document preferences






Index filenames, directory indexing types footers





Fastrack security






Allow you to secure server using NDS authentication






Admin server, Global settings, Configure Directory Services (LH frame)






Choose NDS (or LDAP, or netscape), Check tree name, Insert Context, save.






Agree to restart the fastrack server and go do it!






When NDS has been enabled as access control can use NDS file system rights.






Need RF rights to be able to acces a web page.  Users will need to authenticate




Server Manager drop down lists





Wildcards: *,?, | (or) ~ (not), [ xyz] (x,y,or z)





eg *.dragon-it.co.uk, (www | mail).dragon-it.co.uk, *.co.uk~dragon-it.co.uk




After each java applet will have links for Apply.




Content Management is where entry for document directory is if needed to move




Additional document directories linked using "virtual directories" pointing elsewhere on server "map to directory"




Document Preferences





Index filenames.  default is home.html and index.html





Directory Indexing, Fancy is slower but shows time/date/icon/type, simple is just file listing, or none.





HomePage - Can change using the home page button.





Document footer's can be upto 765 characters in length and work for all HTML, not SHTML or CGI



Troubleshooting & Tune Fastrack server




Server Manager





Maximum simaltaneous tasks [48]





DNS Lookups - default does not convert IP into host names.  Hostname restrictions / logs won't show





DNS Caching [1024] 32.. 32768 entries. Entry expiration time [1200 secs - 20 mins] 1.. 31,536,000 (1 year)





Listen-Queue Size[100] - no. of  incoming connections accepted on a given socket  .. can increase (unlikely)





HTTP Persistent Connection Timeout - Persistent connections in http 1.1 allow clients to retry until they






get through.  Timeout value is set though so greedy clients don't take over the server.  Also






eg if a client starts but never completes the request then it would retain resources.  [30 secs]




MONITOR.NLM





Maximum Physical Receive Packet Size [1514 / 4202] Set in startup.ncf,manual or Server Parameters





Maximum Packet Receive Buffers [500] Each HTTP client request occupies a PRB.  Add extra but they






use extra memory (1512, 4202 each...).  Between 50 and 4Gig.




Can increase Listen Q Size and Maximum connections if poor performance.


FTP SERVICES



Requirements




NW 4.1x or 5




Memory +12Mb




8Mb disc space on SYS:




TCP/IP configured




INETD.NLM and FTPSERV.NLM




64 connections max.




INETD accepts connection and loads FTPSERV.  Unloads when not in use




Needs NFS namespace on volume



Install




Mount NetWare 5 CDROM




load nwconfig, Product Options, Install a Product not listed, F3, enter path:





netware5:products\nwuxps




Choose / correct host name and accept the default boot drive (c:\nwserver)




Enter admin name & password




Choose name service option (local Name information service will put master db on this server)




or use Remote NIS and point at another server.



UNICON.NLM to view / edit info. in the db.  Can only view remote NIS entries



To start FTPservices, Insert and select FTP server.  will appear under Running services menu



Mangage the FTP server: UNICON, authenticate to NIS/DNS/NDS: server name, user, password




Manage services | FTP server | Set Parameters





Max sessions [9]





Max length [400 mins]





Idle time [30 mins]





Default home dir [SYS:]





Default anon home dir [SYS:users/anon]





Default name space [NFS]





Intruder Detection [Yes], [6] attempts, [3000 mins] reset interval





Log Level [Statistics]




Anonymous access:  - Use View/Set File Permissions option.



NDS file system rights = RF at least to download



NFS rights are user, group, world to be able to Read, Write, Execute



Browser access is anonymous or can use ftp://user:password@server.co.uk


Troubleshooting FTP




PING from client.




Check server running using UNICON then start/stop services and check running services




Overloaded - too many connections, overloaded network or internet links




Config errors - client Ip configured correctly.  SYS:etc/restrict.ftp  File Read Only.  FTP documents need Sharable




User Error - Check permissions, file permissions, ip address for server etc. at client

ADVANCED SERVER MANAGEMENT


Kernel



NW5 Core OS



NDPSM.NLM - NDPS Printing support



NSHTTPD.NLM - Fastrack web server



JAVA.NLM - Java console support



*.HAM, *.CDM - server disk drivers



*.LAN - NIC drivers



Also includes multiprocessor support, virtual memory, memoy protection, load balancing, scheduling, preemption


Server Console



ALT-ESC = Toggle between screens



CTRL-ESC = Current screens menu to choose from



CTRL ALT ESC = Hung Console screen - down server / cancel volume mount


NetWare Loadable Module (NLM)



Disk drivers: NW5 supports drivers thatmeet Novell Peripheral Architecture NPA). These are:




HAM (Host adaptor module), CDM (Custom device module). DSK no longer supported



LAN drivers: *.LAN driver normally needs port, io address, memory, frame type & name



Name space modules: *.NAM, eg LONG.NAM , NFS.NAM.



NLM Utils: eg PSERVER, JAVA, MONITOR, NWCONFIG


Server Config files



AUTOEXEC.BAT - executes server.exe



SERVER.EXE - loads NetWare OS and runs startup.ncf from C:drive



STARTUP.NCF - loads disk drivers, name spaces, SET commands : SERVER -S=name.ncf to change, SERVER -NS to ignore



AUTOEXEC.NCF - Server name, IPX no., commands, LAN drivers etc.  SERVER -NA stops it running.


Remote Console



RconsoleJ




Text based remote access to server through RCONAG6 over SPX or TCP




Can run from ConsoleOne in Java GUI or from Tools | Pure IP rconsole in NWADMIN or sys:public\rconj.exe



Rconsole




SPX or async to remote.nlm, rspx.nlm, aio.nlm, rs232.nlm.  remote specified with password




ALT f1 = List of options




ALT f2 = Exit rconsole




ALT f3 = Move forward through screens




ALT F4 = Move back through screens




ALT F5 = shows workstation address




F1 = help




Esc = resume remote session


Protecting Server Console



Limit physical access



SCRSAVER.NLM locking - need to supply password once key pressed on server



SECURE CONSOLE - only allows NLM's from sys:system, disables debugger key controls and date / time changes



REMOTE.NLM.  




REMOTE ENCRYPT to enter password whic shows encrypted version and writes to LDREMOTE.NCF




Use LDREMOTE to encrypt password.  RCONAG6 ENCRYPT and add LDRCONAG6 to autoexec




LOAD RCONG6 password 2034 16800 (tcp port, spx port)


JAVA support



Requirements




64Mb RAM (preferably at least 128Mb)




PS/2 or Serial MS Mouse




ISA / EISA / PCI video card to vesa 1.2 standard




For vesa 1.2+, defaults to 640x480 @ 256 colours otherwise 16 colours




VESA supports 800x600 and 1024x768 too.




Autodetection is through vesa_rsp.ncf




Started with startx.ncf which loads java, video, mouse, and NetWare GUI




JAVA will load just JAVA support . JAVA -help gives list of commands.



Supports JAVA applets and JAVA classes




Class names are case sensitive & need LONG name support




Once JAVA is loaded can use APPLET command with url (http://url or filename.htm which is parsed for




<applet codebase="x.x.x." code="clock.class"> </applet> etc.



JAVA GUI support




No access to X Windows from code, only Java through Java AWT (Abstract Windoing Toolkit)




loaded by default from call to startx.ncf from Autoexec.ncf




Console One, Product Installation, GUI config (Tools | background, display, keyboard)




Backgrounds are XPM files in sys:java/nwgfx/pixmaps



Console One




C1START.NCF from console, autoexc.ncf or other NCF, NetWare GUI "Novell" start menu.




My World -> My Server, The Network, Shortcuts




My server: Volumes, Configuration Files, Tools: Console manager, rconsolej




Console manager = multiple screens on local server (or remote if given it's IP)




Can only do OU,O,User, Group object creation




Can manage same objects for editing etc.




Shortcuts to text  files





path and filename of file into a text file and save in sys:/public/mgmt/console1/configfiles





View Refresh to see new shortcut




Shortcut to folders





sys:/public/mgmt/console1/shortcuts/folders.  Add text file containing only the path




Shortcut to applets





either in ..../shortcuts/tools ot .../shortcuts/applets add text file containing applet config.


SMS - Storage management services



Host Server. - where backup programs and device resides




  SMS is backup engine, not application.  Can use NetWare Backup/Restore software or other SMS client



Target - NetWare workstation, server with file system to backup or NDS directory.




Uses TSA's (Target Service Agents)





TSA500, TSANDS, TSAPROXY (supports workstations). SMDR loads when needed




Supports:





NW5 file system, NW5 DOS partition, NDDS, Win9x, NT file system, Groupwise db.



Workstation




NetWare 5 client as GUI interface to nwback32.exe (Win95, 98, NT)



Strategies




Full, Inceremental, Differential, Custom



NW Backup/Restore is NLM's on server.




Must have some free disc space on SYS: for temp & log files (1Mb+)



Logging:  error & backup log show 8.3 filename and name space used.



Temporary files can get large if using Unix linked files or extended attributes



Backup Admin needs RF to file system and RWCEMF for restoring...




Also needs B object right and Read Property to entire tree to backup NDS




Also needs C  NDS right to restore NDS objects




Needs password for all servers used as host or target

ADVANCED NDS MANAGEMENT


Default NDS rights in new tree



[root] and Admin created..  [public] trustee also created (not an object though).




Every object gains [public]'s rights




Admin created in same container as first server unless changed during installation





has SI (supervisor, inheritable) rights to [root] so can administer all of tree




[public] has BI (browse, inheritable) rights to [root] so users can see all of tree


Default rights on creating new server



Creator of server gets S right to server object.  Must have S to container to create.  Gives user S file system rights



server is given S objects to itself so it can change it's own parameters



[public]  is given R property right to the Messaging Server property of server (for NetWare MHS)




also given R to NetworkAddress property soany client can identify server


user object



User gets R to All Properties so it can see own settings.  Does not get B right as this is implied from [public]




RW to Login Script and Print Job Configuration (non NDPS)



[root] is given R property rights to Network Address and Group Membership so users can identify address & groups



[public] gets R property rights to default server User property.  any user can see a user's default server


Rights given to [public] are available without authentication. [root] is only once logged in.


Container creation



Container gets R property right to own Login Script and Print Job Configuration (non NDPS).  Allows all users in container



to read container's login script and print job configuration


NDS ADMINISTRATION



Giving rights to All Properties means if they have W to Object Trustees (ACL) property means they can give themselves or 



anyoneall rights including Supervisor rights...



Centralized - admin user unrestricted access to whole tree




Renaming tree, creating top layers of NDS, partition management, Time sync, Assigning container admins



De-centralized - admin with rights to one or more branches.




Managing users etc., Backup / Restore, Print Services, Additional server installs



Exclusive container admin - granted exclusive rights to one or more branches to exclusion of other admins




Give container admin SBCDRI object rights and SCRWAI property rights then let him apply an IRF to container




Can block all rights, all but Browse, or All but Brows and Read.




Always create at least two!  eg Organization Role object (with multipl users) plus explicit user.




Assign full SBCDRI and SCRWAI rights, not just SI.  Ensure Admin can be given rights back for partition ops.



can block S file system rights by blocking S right to Server.



Password Manager - intruder lockout, passwords, restrictions, expiry dates




Needs RWI rights to "password management" property of user through Org Role or explicit



Print server Operator - manage print serve config, server, shutdown etc.




Add to operator property of each Print server



Print Queue Operaor - delete, change order, Q status change.




as above but for Print Q Operator property



Print Job Operator - NDPS printing - can view, delete, modify, copy jobs, priorities etc.




Add user or Org Role to NDPS Job Configuration property of printer



Create new admins with Explicit rights, Organizational Role, security equivalence (not recommended as object can be erased)


NDS REPLICATION



NDS split into partitions which are held in multiple replicas on multiple servers



Master, RW RO, Subordinate reference types.  Simple change is minor field change = instantish. Complex takes while to sync


NDS MAINTENANCE



Preventative maintenance:




3+ replicas of each partition, few as posible over WAN links.  10 is max recommended



Regulate rights




Partition operations needs S to [root] so give BCDRI to container admins so they can't do partition operations



Backup the directory




Once a week, preferably once a day.  restore only as last resort..



Maintain standard NDS version




NDS Manager , object, nds version, view to show.  Should all be same preferably



Monitor SYS: disc space.  If SYS: fills up TTS shuts down and NDS gets locked.




Move SWAP files elsewhere, control audit file sizes, put print Q's, log files, user files on other volumes




don't add replicas if SYS: is full, remove CDROM index files.



Prepare server for downtime




If server down for more than a few hours, eg over WAN link remove NDS from server with NWCONFIG




 - any replicas resynced when next connected to network


NDS TROUBLESHOOTING



Client symptons




Password problems, logins taking time, changes disappearing, NDS rights disappearing can all be symptoms of




Out of Sync replicas



Unknown objects




Volume and alias become unknown when host object removed and can appear as partition movements occur but 




otherwise can show sync problems



NDS Errors





Display on server screen and server error log.  SE T NDS TRACE TO SCREEN = ON (or SET DSTRACE=ON)


REPAIRING NDS



Check Partitions synced




NDS Manager, highlight partition then Object | Check syncronisation.  Wait for All Processed=0





only checks first server in replica ring




Object | Partition continuity option checks all servers in ring shows table and replica placement !=bad replica



NDS Manager Help lists solutions for different error codes. HELP. Contents. List of Codes or Server Codes.



1. Leave all alone for several hours to see if it all syncs.



2. Leave server up as it prevents self healing



3. Follow repair guidelines carefully



4. Leave partition operations until partition is all synchronised



Within Partition Continuity option of NDS Manager can use these options:




Sync immediately




receive updates - deletes a replica and replaces with Master




send updates - forces specific server to immediately sync with all other servers




Repair replica - confirms and corrects replica ring and server ID problems




Remove server - removes specific server from replica ring



REMOVING SERVER FROM NETWORK



To remove server fom NDS first remove Directory from server's SYS:




Removes volume objects,  informs other servers that it is being removed, removing all nds references from server




Load nwconfig or load nwconfig dsremove to remove DS unconditionally





Login, choose to remove DS.  If master replicas exist it will say so.  If more than one server it will give





option of automatically upgrade an RW replica, otherwise "designate which servers yourself"


RECOVERING FROM A CRASH



If SYS: is lost all DS is lost from that server.  




use NDS Manager to document replicas that have been lost (from another server, highlight dead server)




upgrade another RW replica if a Master has been lost




Delete the server and volume objects




NDS Manager to resolve any problems, eg -625 NDS error (repair | remove server)




Install NW5, into original context.  replace replicas onto server.  Restore file system from backup.




Confirm bindery context using MONITOR or SET

ADVANCED FILE & PRINT MANAGEMRNENT


Volumes can span multiple discs or have multiple on one disc.


Total 64 volumes including SYS:


8 volumes per NetWare partition


4 partitions per dis (1 in NW4)


Each volume can span 32 discs


NW5 can therefore support 2048 discs!


Volumes support user files upto 2Gb, total disc space 32Tb, 16 million directory entries (DOS)


Preferably only add one name space to each volume as they add overhead to backups & client access.


For fault tolerance one volume per disc.  For performance span across multiple disc.  For both use duplexed and spanning.


Use descriptive volume names where possible.


System created SYS: directories:



CDROOM$$ROM, DELETED.SAV, ETC, JAVA (support), JAVASAVE (prog), LOGIN, LICENSE, MAIL, PUBLIC, NDPS



NETBASIC, NI (netware installation), PERL, README, SYSTEM.


Create on othe volumes root directories for user areas etc. then assign username based directories as homes.


Flat structure= one volume, deep =many.


NSS (Novell Storage Services)



8Tb maximum file size



Trillions of directory entries



Quick mount time



4 partitions per disk



Unlimited volumes per partition



Low RAM usage.  32Mb for any sized disc.



Uses REBUILD and VERIFY instead of vrepair from within NSS MENU.



Does not support TTS, software disk striping, mirroring, HSM, RTDM, compression, auditing, FTP services)



SP2 allows use of FTP Services



Provider - scans storage devices (eg cdrom, hard disks) to identify / find free space




NWPRV - from NetWare partitions




MMPRV - from IBM formatted partition using NS media manager.  Best to use unformatted free space



Consumer - Creates deposit objects which manage free space which are then organized into NSS storage group.



Storage Group - Object representing all of the logical storage space.  Then split into NSS volumes.



To use NSS when all space used up already:




In Place Upgrade - convert traditional non SYS: volumes to NSS




Re-partition - remove and recreate partitions and use free space




New install - add new hard drive



load NSS from console.



NWPRV not available unless NSS is atarted with NSS NWPRV.



NSS /MENU to get to Advanced config util.



NSS /salvage=volname= or /nosalvage=volname turn on/off ability to salvage deleted files.


QUEUE BASED PRINTING



Print Server -> Printer -> Print Queue.



Directly attached to server = AutoLoad as it auto loads nprinter.nlm



Manual load printer = Remote printer on server as need to load nprinter.nlm on remote server



Manual Load printer = Win 95/98 workstation .  Can use NPTWIN95 to make permanent.




Activte printer when nprinter manager loads checkbox.



Manual load printer =   Nprinter.exe for DOS.



Quick setup.




All objects into same context




Print server = PS-container name.




First printer called P1 and Queue Q1 on first logical volume in container (normally SYS:)



Print Q Management




Print Q Job List, Print Job Detail windows in Q object




Assign users and Operators to Q's.




Notify Lists, Q Access, Printer management et.

ADVANCED NETWORK MANAGEMENT


NIAS - Novell Internet Access Service = RAS



5Mb RAM extra required.



Gives access to network services over Async modem



Login and authenticate to NDS, run apps, connect to internet, route over WAN, print remotely



1. Determine remote Access strategy - how they will connect




A Evaulate current environment





Best physical location for NIAS server for users to connect to and where data is.





Check for spare server at locations to run NIAS





Minimize distance between clients and NIAS server





Ensure WAN links and routing are adequate





Consider phone charges for remote remote access!




B Select Data transmission method





Normal analog phone lines (POTS).  56k download, 36k upload unless ISDN used.





ISDN, BRI or PRI - needs MPPP for more than 1 B channel





xDSL (ADSL = 8192 download, slower upload; HDSL = T1 1.544M both ways)






Splitterless DL <1Mbps but needs no adapter for user premises.




C Design for security





Default = unrestricted to any user to any IP port.





Org level policies.





Network level - put server in demilitarized zone, disconnected from rest of network





Data - change routers to disallow access as necesary, require encryption, callbacks.





Implement RADIUS (Remote Authentication Dial In User Service) supported by Bordermanager






Use direct modems or ISP whose RADIUS server contacts own RADIUS server 






Allows logging of account info. and statistical analysis of dial-ins.




D Design for performance





Minimal login scripts, locally installed applications, compression settings enabled on w/s





Rearrange needs for files by copying when on LAN etc.





Create shortcuts to avoid scanning through directories





Upgrade to fastest modems, Optimize windows workstation resources





Train users in what to expect (=slow!)





Check NIAS servers have enough memory & CPU resources for no. of users





Check LAN and WAN bandwidth to NIAS.



2. Configure NIAS using NIASCFG.NLM



3. Connect to remote server.  uses latest Novell client software + native win 9x and Nt DUN.




Win 95/8 and NT may have dialup tab on client with option "always connect using DUN"





NIAS supports RAMA (remote access management agent) so can be manage with any SNMP tool such as Managewise.



with RAMA can restrict by hour of day, specific ports, protocols, or services by user or group.



Either use Many restrictions by default or Few restrictions by default.



NIAS gives client IP, DNS, default gateway etc. through DHCP



Configuring:




Install hardware




NIASCFG.NLM




LOAD AIO port, specify modem etc., select PPPRNS, RAMA etc.




Configure IP & IPX addresses




Customize for security etc.


BORDER MANAGER (firewall)



Packet filtering / screening routers = Data link, Network, Transport layers.



Circuit gateways / proxies = Sent to a port, validated, then passed on using it's own IP address. eg HTTP.



Application Gateways /app level proxies = most secure firewall = Presentation / Application layer.



Bordermanager is Novel''s firewall.  Four components which can act as web Proxy:



NIAS v4.1 - packet filtering router




in/out bound RAS




Multi Protocol Router




WAN support




NAT (Private ip to real IP)




IPX mapping gateway (private IPX to real IP)



IP Gateway - circuit level gateway




IPx to IP gateway = NOV*IX




IP to IP translation= NAT



Proxy cache - application level gateway




standard proxy cache - stores frequently accessed web pages




http acceleator / web server accelerator / reverse proxy - Cache local web fo remote access.




hierarchical proxy cache - multiple caches - place nearest to users then accesses other caches in org before internet



VPN Encryption - VN tunneling between intranets or over internet.




Appears as single point to point link as far as IPX or IP is concerned once configured.


NDS for NT



Places NT domain into NDS tree



Replaces SAMSRV.DLL and renames old to MSSAMSRV.DLL.  This is called by SAMLIB.DLL on NT



A WS calls SAMSRV which then uses RPC to connect to server.  Server uses new SAMSRV to connct to NDS



NT server must have Novell NDS for NT client installed.



domain object wizard takes through moving domain over and dealing with conflicts



netware admin used to administer domain



mailbox manager for exchange is snapin for nwadmin - automatic change exchange from NWadmin.




manual sync to changes from NDS.


GROUPWISE



uses snapin with Netware admin.




Client.  MTA.  Admin Program.  message store, directory store, document store.




Message transfer system moves messages to a message store that the user can access





= MTA and POA (Post office Agent)




NDS = master directory but Groupwise 5 also maintains its own seperate directory = phonebook


MANAGEWISE



Asset Inventory & Management




Automatic discovery, integrated graphical maps, hardware & software inventory, IPX and IP address management



Server Monitoring & Management




Multiple server management - can monitor, manage etc. from central point - can manage >2000 servers




Unattended monitoring - 24:7 monitoring to alert before / when problem happens




Server optimization - Trend monitoring - file activity, CPU, memory, printing




Print Queue monitoring - Monitors Q's and displays activity in tables and graphical format



Desktop Management




Includes ZENWorks for desktop managment




Policies, Software distribution, desktop management, Workstaion maintenance, remote control.



Network Traffic Analysis




NetWare LANalyzer agent on each server




Can analyze network traffic, identify performance bottlenecks, pinpoint unreliable packets, troubleshooting




Traffic analysis can identify nodes generating greatest network demand




Detailed troubleshooting - network errors, duplicate IP's, network overload.  Can capture packets too.




Supports multiple networks - Ethernet, TR, 100baseT, 100 VG-AnyLAN etc. 




Supports multiple protocols - IPX, TCP/IP, NetWare/IP, AppleTalk, SNA



Network wide virus protection




Comprehensive - scans all ws and servers




Continuous real-time - on access to/from server, scheduled, on demand, continous ws scanning




Workstation and mobile protection - checks whenever you login to the network & updates server log / virus DATS




Automatic maintenance - Will auto auarantine, rename, clean, or delete infected files.

NETWARE 5 OPTIMIZATION


Memory



Uses 4k pages and vitual memory swapping out unused pages using LRU policies




SWAP file - __SWAP__.MEM created by default on SYS:




SWAP command to add to other volumes or delete from SYS:  Also MONITOR can be used.




deleted from each volume on DOWN.  Recreated on SYS:




Best choice of volume is fast disc with lots of disc space!




Can add to unmounted volume - will create when mounted




Dynamic - change in size with use.




HELP SWAP for list.  eg can limit size etc.



RAM kept in pool allocated to each process - process then requests / returns memory to/from this pool



Minimal fragmentation and easier for 3rd party developers.



Memory deallocation - Programmes can declare area of memory as FREE to return it to the OS



Garbage Collection - periodically gathers together the FREE memory areas [5 mins].




If virtual memory is heavily used garbage collection is immediate




can set with SET GARBAGE COLLECTION INTERVAL



JAVA apps and server modules loaded into protected space use VM automatically



Disk trashing occurs when there is not enough memory


Memory Protection



Protected Address space - protected memory




Allowed careful communication with OS, programs can't reference outsid own memory area. Can't corrupt OS




or ABEND server.




OS Address Space - kernel address space




OS cannot run in Protected address space.  Gives better performance and dirct connections to server hw/sw




SYSCALLS.NLM works with memory protection subsystem to prevent access outside own memory space




default is protected space programs use VM - module & data can be swapped to disc




Modules outside protected memory cannot be swaped to VM but can use VM for data etc.




All modules that communicate directly need to be in the same Protected address space




Loading module into more than one address space a module's code will be shared - no extra memory apart 




from DATA needs.




Can load multiple copies of NLM only designed to work once on server.




Maximum memory allocation = 512Mb but is dyanmic as the modules require it.




ABEND'd address space can be cleaned up automatically - will remove space & modules & return to system





SET memory protection fault cleanup=on   - if left on OFF will leave abend to ABEND recovery process




MODULES - shows address space against each module in list




PROTECTION - shows list of address spaces and modules in each one




LOAD PROTECTED module_name  - creates ADDRESS_SPACEn and loads module into it.




RESTART module_name - as above but if it ABENDS, removes space, recreates and reloads module




LOAD ADDRESS SPACE=name module.  - loads into specific address space




PROTECT xyz.ncf - creates address space called xyz and loads all modules within script.




UNLOAD ADDRESS SPACE=name module_name - remains module but leaves address space intact




UNLOAD ADDRESS SPACE=name - removes all modules from address space and closes it / returns to system




UNLOAD KILLED ADDRESS SPACE=name - removes address space without unloading modules


MONITOR .NLM



Functions are monitoring server function and optimization through SET parameters etc.



Tab key expands the general inormation windows over available options.



Memory Utilization




Memory for NLM = size of NLM + size of pre-requsite NLMs + any additional memory they allocate



Caching




Short term cache hits - should not be <98%




Long term cache hits - should not be <90%




In either case if below threshold add RAM or unload unused modules




MAXIMUM oncurrent disc cache writes [750] Make 150 for Read intensive servers, 750 for W intensive.




MAXIMUM concurrent directory cache writes [75] 185 for W and 40 for R intensive servers




DIRTY DISK cache delay time [3.3].  7 secs for W intensive, N/A for R




Dirty directory cache delay time [0.5] 2 secs for W intensive 




Directory cache buffer nonreferenced delay [5.5].  60 secs for R intensive, N/A for write.



Processor utilization - if 100% for more than few minutes very bad for server.  Some processes use all spare time though.



NIC Statistics.




Receive discarded, no available buffers = NO ECB's.   Should not be above 2%. If so add RAM, change PRB config




Packets queued for transmission - if >2% consider new network board as it is not handling packets quick enough



Optimizing




Application management





Thread that is hoggin CPU will be shut down and returned to later





Appliation is virtual machine - appears to have own CPU etc.





NetWare Application is only default and has share value of 100. 





LOAD -A=application NLMname





Can adjust share value in MONITOR | Kernel | Applications ... F3 enter new share value





eg if share values of 100, 50, 30, 20.  Then apps have 50%, 25%, 15%, 10% resources




Block suballocation





Splits unused disc space at end of block into 512 byte units for other files to use.





Files start at beginning of block always but can continue into suballocation blocks.





Use large block size (over 16Kb)  64Kb uses least memory for FAT.




compression





Typically can save 63% disc space = 1Gb of files saved in 370Mb





Turned on during volume creation or afterwards.  Cannot be switched off at volume level





Can flag files as IC (immediate compress).





IF SET ENABLE FILE COMPRESSION is off IC files will Queue until it is turned on.





Server paramaters, File System in MONITOR to configure.





default inactivity delay = 7 days





Can flag files as DC (Don't compress)





Files decompressed in server memory as they are accessed





At least 20% compression is needed before NW attempts compression





Can see stats in NWADMIN (volume stats), Exploer (stats of volume), NDIR, FILER



Optimizing network




Packet receive Buffers (PRB)





SET maximum packet receive buffers = [500]  consider 700-1000





minimum packet receive buffers - set in startup.ncf





maximum service processes  - if no. used is at maximum then increase or decrease PRBs





maximum physical packet receive size = 1514,  4202 - set in startup.ncf





TR=4202, Ethernet=1514, Arcnet can only do 512 bytes




Packet Burst protocol





Can send requests for upto 64k without ack.





Automatically enabled at server.  At client Advanced tab of Client 32 properties.






Can use Packet burst to one server, standard NCP to another.





Parameters are Burst Read windows size, Burst Write windows size.




Large Internet Packets





Maximum physical receive packet size can be higher but NW uses 512 bytes if there is a router.





NW5, LIP enabled at server and ws by default.  





Increases throughput as less overhead for an amount of data.  With Packet Burst can send fewer packets





for same burst of data.

